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Abstract— In July 2011, Accardi, Iriyama, Regoli, and Ohya proposed a key-agreement framework over a
semigroup. Their framework can be considered as a generalization of the Diffie-Hellman key-agreement proto-
col. They proposed a variant of the Diffie-Hellman key-agreement protocol and a matrix-based key-agreement
protocol.

In this paper, we propose a passive attack against the matrix-based key-agreement protocol. We describe
how an eavesdropper computes a session key between legitimate users.
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1 Introduction
In July 2011, Accardi, Iriyama, Regoli, and Ohya

proposed a key-agreement framework over a semi-
group [AIRO11b], which captures the Diffie-Hellman key-
agreement protocol. They also instantiated concrete key-
agreement protocols using their framework.

One of them [AIRO11a] is based on the ring of matrices
over a finite field, M(F, d). Ref. [AIRO11a] reported im-
plementation results but gave no security proof. It is hard
to say that they assessed its security sufficiently even for an
eavesdropper.

This paper proposes a practical attack against the proto-
col [AIRO11a] that an eavesdropper can computes a session
key between legitimate users.

Notes: Accardi et al. have already noticed the attack [July
2011, private communication]. (As a pointer, we refer to
Accardi’s slides [Acc11].) They already proposed an alter-
native protocol [Acc11]. However, Accardi found an attack
against their alternative protocol [July 2011, private com-
munication]. We also give an attack against the alternative
protocol, which is essentially the same as Accardi’s.

For clearness, we call the protocol in [AIRO11a] and the
alternative, the AIRO-T1 protocol and the AIRO-T2 proto-
col, respectively.

Related Works: There are several proposals of key-
agreement protocol employing semigroups and attacks
against them. See, e.g., Blackburn and Galbraith [BG99,
Sect. 1], and [Zum08, Sect. 2.4] for summary.

Notation: We change notation from the original paper to
reduce subscripts. Let S denote a multiplicative semigroup.
For α ∈ S, Sα denotes a semigroup defined by α, i.e., Sα =
{αn : n ∈ N}. Mor(Sα,S) denotes the set of homomorphisms
from Sα to S.
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We consider a finite field, denoted by F, of order q. For
field F and natural integer d, M(F, d) denotes the ring of d
by d matrices over F. GL(F, d) denotes general linear group
induced from M(F, d). We denote a zero matrix and an iden-
tity matrix in M(F, d) by O and I, respectively. For natural
number d, [d] denotes {0, 1, . . . , d − 1}. For matrix S , S ⊤

denotes the transpose of S .

Vectorization and the Kronecker product: We will em-
ploy the relations between the Kronecker product and vec-
torization. These relations are found in the textbooks on
matrices, and Magnus and Neudecker [MN79].

Define vectorization function vec : M(F, d)→ Fd2
by

vec(X) = (X0,0, X0,1, . . . , X0,d−1, . . . , Xd−1,0, . . . , Xd−1,d−1),

that is, the concatenations of the row vectors of X. Let ⊗
denote the Kronecker product. For two matrices S ,T ∈
M(F, d), the Kronecker product of S and T is defined as
the matrix

S ⊗ T =


s0,0T · · · s0,d−1T
...

. . .
...

sd−1,0T · · · sd−1,d−1T

 ∈ M(F, d2).

For any S ,T, X ∈ M(F, d), we have that

vec(S · X · T ) = vec(X) · (S ⊤ ⊗ T ).

From the property of the Kronecker product, if S ,T ∈
GL(F, d) then S ⊤ ⊗ T ∈ GL(F, d2).

2 Review of the Framework
Let c and d be efficiently computable and invertible func-

tions from S to S. Let e, f , g, h : S → S be arbitrary func-
tions.

Suppose that the following conditions hold:

• e ◦ f = g ◦ h holds over Sα.

• c ◦ f ∈ Mor(Sα,S).
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Accardi et al. proposed the following framework of key
agreement between an initiator and a responder, denoted by
I and R.

• I,R: Both parties share the parameters, S and α.

• I → R: Choose c, d, e, f , g, h. Send e ◦ c−1, d−1 ◦ h,
β = c ◦ f (α).

• R → I: Choose x← N. Send γ = d−1 ◦ h(αx).

• I: Compute κ = g ◦ d(γ) (= g ◦ h(αx)).

• R: Compute κ = e ◦ c−1((c ◦ f (α))x)
(= e ◦ c−1(c ◦ f (αx)) = e ◦ f (αx)).

3 The AIRO-T1 Protocol and Our Attack
We review the AIRO-T1 protocol [AIRO11a] and give

our attack.

3.1 The AIRO-T1 Protocol
Set S = M(F, d). Let G be an element in M(F, d), whose

orbit is exponentially long in d, as α.
Accardi et al. set π0(X) =

∑M
i=0 AiXiBi, π1(X) = aX + bI,

and π2(X) = PXnP−1, where Ai, Bi ∈ M(F, d), a, b ∈ F,
and P ∈ GL(F, d). Let ρ(X) = AXB−1 + C, where A, B ∈
GL(F, d) and C ∈ M(F, d).

They instantiated their key-exchange protocol by setting

• S = M(F, d), α = G,

• c = id, d = ρ−1,

• e = π0 ◦ π1, f = π2, g = π0, and h = π1 ◦ π2.

Obviously, we have that π0 ◦ π1 ◦ π2 = e ◦ f = g ◦ h. The
shared key is K = π0 ◦ π1 ◦ π2(Gx).

Their protocol is summarized as follows:

• I,R: Both parties share the parameters, F, d, and G.

• I → R: Choose π0, π1, π2, ρ by generating Ai, Bi,C ∈
M(F, d), a, b, ∈ F, A, B, P ∈ GL(F, d) and n ∈ N ran-
domly. Send π0 ◦ π1, ρ ◦ π1 (rather than ρ ◦ π1 ◦ π2),
and M = π2(G).

• R → I: Choose x← N.
Send R = ρ ◦ π1(Mx) (= ρ ◦ π1 ◦ π2(Gx)).

• I: Compute K = π0 ◦ ρ−1(R) (= π0 ◦ π1 ◦ π2(Gx)).

• R: Compute K = π0 ◦ π1(Mx) (= π0 ◦ π1 ◦ π2(Gx)).

We note that, in their scheme, I sends (F, AbB−1 + C) as
ρ ◦ π1, where

F = { fi, j, j1, j2 }i, j, j1, j2∈[d] = {(Aa)i, j1 (B−1) j2, j)}i, j, j1, j2∈[d].

By using F, R can compute X 7→ Y = Aa · X · B−1 by, for
i, j ∈ [d],

Yi, j =
∑

j1, j2∈[d]

(Aa)i, j1 (X) j1, j2 (B−1) j2, j =
∑

j1, j2∈[d]

fi, j, j1, j2 (X) j1, j2 .

The responder, R, computes R = ρ ◦ π1(Mx) = AaMxB−1 +

AbB−1 +C using F and AbB−1 +C.

3.2 Our Attack
Apparently, the eavesdropper obtains π0 ◦ π1, ρ ◦ π1, and

R = ρ ◦ π1(Mx). If one can retrieve Mx from ρ ◦ π1 and R,
then one can compute K = π0 ◦ π1(Mx) as R does.

The eavesdropper has

ρ ◦ π1 = (F, AbB−1 +C),

R = Aa · Mx · B−1 + AbB−1 +C.

The problem is reduced to finding Mx from

F = { fi, j, j1, j2 }i, j,k,l∈[d] = {(Aa)i, j1 (B−1) j2, j)}i, j, j1, j2∈[d],

R′ = Aa · Mx · B−1.

Arranging F, we obtain

F′ = (Aa)⊤ ⊗ (B−1) ∈ M(F, d2).

From the definition of ρ, Aa and B−1 is invertible. There-
fore, F′ = (Aa)⊤ ⊗ (B−1) has rank d2. Hence, the eaves-
dropper can compute vec(Mx) = F′−1 · vec(R′) and obtain
Mx.

Remark 3.1. From the slides of Accardi’s talk [Acc11] and
[July 2011, private communication], they already noticed
that the AIRO-T1 protocol is vulnerable as the above attack
has shown.

4 The AIRO-T2 Protocol
In the AIRO-T1 protocol, the problem arises from ρ ◦ π1

and F. As already noted, they were aware of the danger in
the above and proposed another way to remove the vulner-
ability, which is the AIRO-T2 protocol in [Acc11].

4.1 The AIRO-T2 Protocol
In the AIRO-T2 protocol, I sends (F, AbB−1 + C, n) as
ρ ◦ π1 ◦ π2. Accardi et al. set

F = { fi, j, j1, j2 } = {(AaPW)i, j1 (W−1P−1B−1) j2, j},

where W is a random invertible element commutative with
any element in SG. By using these, the responder can com-
pute the mapping

Gx ∈ SG 7→ AaP ·Gnx · P−1B−1 + AbB−1 +C

= ρ ◦ π1 ◦ π2(Gx) ∈ M(F, d).

Formally, the AIRO-T2 protocol is described as follows:

• I,R: Both parties share the parameters, F, d,G.

• I → R: Choose π0, π1, π2, ρ by generating Ai, Bi,C ∈
S, a, b, ∈ F, A, B, P,W ∈ GL(F, d) and n ∈ N ran-
domly. Send π0 ◦ π1, (F, AbB−1 +C, n) as ρ ◦ π1 ◦ π2,
and M = π2(G).

• R → I: Choose x← N. Send R = ρ ◦ π1 ◦ π2(Gx).

• I: Compute K = π0 ◦ ρ−1(R) (= π0 ◦ π1 ◦ π2(Gx)).

• R: Compute K = π0 ◦ π1(Mx) (= π0 ◦ π1 ◦ π2(Gx)).
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4.2 An Attack
Here, we show an attack against the AIRO-T2 protocol,

which is essentially the same as Accardi’s [July 2011, pri-
vate communication].

For ease of notation, we set S = AaPW and T =

W−1P−1B−1, which are in GL(F, d). We also set Ḡ = Gn.
We notice that

R = S · Ḡx · T + AbB−1 +C.

Since an eavesdropper has F = {S i, j1 T j2, j} and AbB−1 +

C, it can retrieve Ḡx from R, F, and AbB−1 + C as in the
previous attack. Now, it has G from the public parameter,
π0 ◦ π1, n, M = π2(G) = PḠP−1 from the transmission from
I to R, and Ḡ and Ḡx. To generate K = π0 ◦ π1(Mx) as R
does, it suffices to compute Mx = PḠxP−1.

Now, the problem is finding Mx = PḠxP−1 given M =
PḠP−1, Ḡ, and Ḡx. The following algorithm is inspired by
an attack by Rasslan and Youssef [RY11] whose brief re-
view appears in Appendix A.

1. Input is M = PḠP−1, Ḡ, and Ḡx.

2. Compute c0, . . . , cd−1 ∈ F such that Ḡx =
∑d−1

i=0 ciḠi

using vectorization and the standard linear algebra.

3. Output
∑d−1

i=0 ciMi as Mx = PḠxP−1.

Theorem 4.1. The above algorithm finds Mx = PḠxP−1.

Proof. From the claim below, it holds that

{Ḡi : i ∈ N} ⊆ {∑d−1
i=0 ciḠi : ci ∈ F}.

So, Step 2 outputs c0, . . . , cd−1 ∈ F such that Ḡx =∑d−1
i=0 ciḠi. From the above, we have that

Mx = PḠxP−1 = P

d−1∑
i=0

ciḠi

 P−1 =

d−1∑
i=0

ciPḠiP−1 =

d−1∑
i=0

ciMi

in Step 3 as we wanted. �

Claim 4.2. Let F be a finite field and let d be a positive
integer. For any Ḡ ∈ M(F, d) we have

{Ḡi : i ∈ N} ⊆ {∑d−1
i=0 ciḠi : ci ∈ F}.

Proof of claim. To verify the inclusion, we use the
Hamilton-Cayley theorem, which says that for any matrix
Ḡ ∈ M(F, d), pḠ(Ḡ) = O, where pḠ(λ) is the characteristic
polynomial of Ḡ. Since F is a finite field, so, pḠ(λ) is in
F[λ]. In addition, its degree is at most d. So that we can
write pḠ(λ) = p0 + p1λ + · · · + pd−1λ

d−1 + λd and we have
that

Ḡd = −(pd−1Ḡd−1 + · · · + p1Ḡ + p0I).

By induction, for any natural number k, there exist
c0, . . . , cd−1 ∈ F such that

Ḡk = cd−1Ḡd−1 + · · · + c1Ḡ + c0I.

�
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A An Attack by Rasslan and Youssef
We briefly review the target [PZZ07] and an attack by

Rasslan and Youssef [RY11].

The target: Pei, Zhao, and Zhao [PZZ07] proposed
public-key encryption scheme by using M(F2, d). Roughly
speaking, I chooses Q1,Q2,G ← M(F2, d), s, t ← [2d],
and sends Q1,Q2,G,M = Qs

1 ·G · Qt
2 ∈ M(F2, d). (The or-

bits of Q1 and Q2 should be long.) R randomly chooses
k, l← [2d] and sends R = Qk

1 ·G ·Ql
1. Both party shares key

K = Qs+k
1 GQt+l

2 = Qs
1 · R · Q2t = Qk

1 · M · Ql
2.

3

http://people.dii.uniroma2.it/OR%20Group/AlgoCol.html
http://people.dii.uniroma2.it/OR%20Group/AlgoCol.html


The attack: Rasslan and Youssef [RY11] analysed the
public-key encryption in the above. If an eavesdropper can
compute the mapping X 7→ Qs

1XQt
2 from transmission, then

it can compute the shared key, K = Qs
1 · R · Qt

2. To retrieve
the mapping, Rasslan and Youssef gave the following algo-
rithm. For i = 1, . . . , d2, generates random integers ki, li ∈
[2d] and compute Bi = Qki

1 · Qs
1GQt

2 · Q
li
2 = Qs

1(Qki
1 GQli

2)Qt
2

and Ci = Qki
1 GQli

2 . From our perspective, this is interpreted
as, for i = 1, . . . , d2

vec(Bi) = vec(Qs
1 ·Ci · Qt

2) = vec(Ci) · ((Qs
1)⊤ ⊗ Qt

2).

Let

B =


vec(B1)
...

vec(Bd2 )

 ,C =


vec(C1)
...

vec(Cd2 )

 .
Combining the above, we have

B = C · ((Qs
1)⊤ ⊗ Qt

2).

They insisted that C is full-rank with high probability with-
out proof. If so, we can compute (Qs

1)⊤ ⊗ Qt
2 = C−1 · B and

we are able to compute the mapping X 7→ Qs
1XQt

2 by using
(Qs

1)⊤ ⊗ Qt
2.
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